








5.3.1.1  The requesi must include: (a) justification, (b) a description of the measures or
compensating controls that already exist, (c) risk acceptance, (d) risk mitigation measures, (¢)
length of time for which the waiver is requested. and (f) milestones to achieve compliance.

5.3.1.2 If a waiver is granted. upon the next technology refreshment the Head of the
component must attempt to achieve compliance and request a new waiver only if necessary.

5.3.2 The DOT components that will not be able to upgrade physical or logical access
control systems to use the PIV credential, in accordance with the applicable NIST standards and
the DOT ICAM segment architecture, by September 30, 2011 must register Plans of Action and
Milestones (POA&M) for doing so with the DOT Office of the CIO by August 31, 2011.

5.3.3 Effective the beginning of FY2012, all new systems under development must be
enabled to use PIV credentials, in accordance with NIST guidelines, prior to being made
operational.

5.3.4 Effective the beginning of FY2012, existing physical and logical access control
systems must be upgraded to use PIV credentials, in accordance with NIST guidelines, prior to
the DOT component that owns the system using development and technology refresh funds to
complete other activities.

5.4 Procurements for services and products involving facility or logical access control must be
in accordance with HSPD-12 policy® and the Federal Acquisition Regulation’. In order to ensure
government-wide interoperability, OMB Memorandum 06-18, “Acquisition of Products and
Services for Implementation of HSPD-12" requires agencies to acquire products and services
that are approved as compliant with Federal policy, standards, and supporting technical
specifications.'”

5.5 The DOT must issue PIV credentials to all DOT Federal and contractor employees who
meet the criteria described in DOT Order 1680.3.

5.5.1 Where compliance with paragraph 5.5 cannot be achieved, POA&Ms must be
established for doing so and registered with the DOT Office of the CIO by August 31, 2011.

5.5.2 The PIV credentials must be issued in accordance with FIPS 201 and all related NIST
Special Publications.

® OMB M-05-24 and OMB M-06-18

® To the extent that any acquisition related portions of this order conflict with 49 USC §§ 106(f)(2)(D), 106(1)(6),
and 40110(d). and the FAA"s Acquisition Management System and Procurement Toolbox, those authorities take
Precedence.

’ The General Services Administration (GSA) maintains a list of products that have been tested for conformance to
FIPS 201. The list is available at https://www.idmanagement.gov/ .
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5.5.5 Al DOT components must adequately plan and budget for PIV credential issuance
before filling any Federal positions or awarding any contracts requiring personnel to access
Federal facilities or information systems.""

5.5.4 The PIV credentials must be issued to all current DOT employees as soon as possible,
but not later than June 30, 2012.

5.5.5 The PIV credentials must be issued by June 30, 2012 to all current contractor

employees who have 6 months or more remaining on their contracts, including optional contract
periods that result in the contract extending more than 6 months.

5.5.6 The PIV credentials must be issued to all newly hired DOT employees and all new
contractor employees as part of the on-boarding process and no later than 4 weeks after boarding,
with the following exceptions:

5.5.6.1 Federal employees on-boarding with DOT for a temporary (detail) assignment
and who have a PIV'? credential issued by their employing agency must not be issued a second
PIV credential, unless authorized by the Director of Security, M-40, as long as the PIV credential
has been electronically verified to be in good standing (i.e. has not been revoked or expired).

5.5.6.2 Contractor employees who have been issued a PIV credential from another
Federal agency must not be issued a second PIV credential, unless authorized by the Director of
Security, M-40, as long as the PIV credential has been electronically verified to be in good
standing (i.e. has not been revoked or expired).

5.5.6.3 Contractor employees who possess a PIV-Interoperable (PIV-1) credential from
an authorized PIV-I issuer may not be issued a PIV credential, unless authorized by the Director
of Security, M-40, as long as the PIV-] credential has been electronically verified to be in good
standing (i.e. has not been revoked or expired).

5.6 The only DOT Components authorized to issue orders or policies related to ICAM or
HSPD-12 are the DOT Office of the CIO and the Office of the Assistant Secretary for
Administration.

6. RESPONSIBILITIES.

6.1 The Office of the DOT Chief Information Officer (S-80) is the office of primary
responsibility for the implementation of HSPD-12 and the implementation of the ICAM segment
architecture. As such, the responsibilities of the DOT Chief Information Officer include, but
are not limited to the following:

6.1.1 Providing leadership and support necessary to ensure implementation of this order.

" Since all personnel are required to have and use PIV credentials, hiring authorities and contracting officials must
confirm availability of funding for PIV credentials (as well as computers, telephones, etc.) before bringing any
personnel on board.

" This includes the Common Access Card (CAC) issued by the Department of Defense.
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6.1.2 Coordinating wiih the Assistant Secretary for Administration, the Chief Financial
Officer, and Heads of DOT Components.

6.1.3 Issuing policies. guidance, procedures, and standards as necessary to ensure
implementation of this order. These include, but are not limited to:

6.1.3.1 Accessing information technology resources.
6.1.3.2 Enterprise architecture.

6.1.4 Ensuring ICAM is incorporated into the DOT enterprise architecture per the FICAM
Roadmap.

6.1.5 Providing a list of all physical and logical access control systems to the DOT Chief
Financial Officer that identifies which systems can use PIV credentials in accordance with NIST
guidelines by September 30, 2011, and annually thereafter.

6.1.6 Providing recommendations to the DOT Investment Review Board (IRB) regarding
the prioritization of physical and logical access control systems for PIV-enablement and the
termination of investments that are underperforming in order to support ICAM.

6.1.7 Reporting the status of the implementation of HSPD-12 and ICAM to the Office of
Management and Budget, the Department of Homeland Security, and the General Services
Administration, as required.

6.2 Implementing HSPD-12 and ICAM heavily involves activities delegated to the Assistant
Secretary for Administration (M-1). As such, the responsibilities of the Assistant Secretary for
Administration include, but are not limited to the following:

6.2.1 Providing leadership and support necessary to ensure implementation of this order.

6.2.2 Coordinating with the Office of the Chief Information Officer, the Chief Financial
Officer, and Heads of DOT Components.

6.2.3 Issuing policies, guidance, procedures, and standards as necessary to ensure
implementation of this order. These include, but are not limited to the subjects of the following:

6.2.3.1 Personnel security.

6.2.3.2 Issuing and maintaining ID credentials.
6.2.3.3 Accessing physical resources.

6.2.3.4 Human resources.

6.2.3.5 Acquisitions.
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6.2.4 Ensuring PIV credeniials containing the certificates required for authentication to
physical and logical access control systems are 1ssued to DOT Federal and contractor employees.

6.3 The DOT Senior Procurement Executive (M-60) is responsible for ensuring
procurements for services and products involving facility or logical access control are in
accordance with Federal HSPD-12 policy and the Federal Acquisition Regulation.

6.4 The DOT Chief Financial Officer (B-1) is responsible for ensuring development and
technology refresh funds are used to upgrade existing physical and logical access control systems
to use PIV credentials, in accordance with NIST guidelines, before they are used to complete
other activities.

6.5 Heads of DOT Components are responsible for the following:

6.5.1 Ensuring the compliance within their components with the policies stated in this order
and related DOT orders.

6.5.2 Allocating all necessary resources to support PIV card issuance and maintenance for
the federal and contractor employees within their component.

6.5.3 Allocating all necessary resources to upgrade physical and logical access control
systems controlled by that component to use PIV credentials, in accordance with NIST
guidelines.

6.5.4 Upgrading physical and logical access control systems controlled by that component
to use PIV credentials, in accordance with NIST guidelines, before using development or
technology refresh funds to complete other activities.

6.5.5 Appointing an ICAM Lead within 2 weeks of the date of this order to coordinate with
the Offices of the DOT CIO and the Assistant Secretary for Administration.

6.6 Component ICAM Leads are responsible for the following:

6.6.1 Representing the component at department-level ICAM meetings.

6.6.2 Providing status reports on the implementation progress for that component.

6.6.3 Participating in working groups or locating experts within that component who can do
so, depending on the focus of the specific working group. Not all working groups will require
representation from all DOT components.

6.6.4 Assisting in communications regarding ICAM within their components.

6.7 Federal and contractor employees are responsible for the following :

6.7.1 Applying for and completing the process of being issued a PIV credential.

6.7.2 Protecting the PIV credential issued to them.
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6.7.3 Using the PIV credential to access DOT facilities. networks. and information systens.
6.7.4 Immediately reporting lost. stolen, or damaged PIV cards per DOT order 1681.2.
6.7.5 Surrendering the PIV card issued to them upon separation from DOT for any reason,

per DOT order 1681.2. ’ ¥
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